
PRIVACY POLICY  

Last updated: 05.10.2022 

Welcome to dexsport.io! 

One of our main priorities is the privacy of those visiting the Platform. Dexsport respects its Users' right 

to privacy and is committed to protecting their Personal Data.  

The present Privacy Policy outlines how dexsport.io collects and processes personal information about 

Users when visiting and using the Platform or when the person in question does business or contacts 

us. 

Dexsport.io decides “why” and “how” Personal Data is processed in connection with the Platform. If you 

have additional questions or require more information about this Privacy Policy, do not hesitate to 

contact us via team@dexsport.io. 

This Privacy Policy applies only to the Platform activities and the participants visiting the Platform 

regarding the Personal Data they share and/or which is collected at the Platform. This Privacy Policy is 

not about Personal Data collected offline or via other channels. Please read this Privacy Policy carefully 

to understand our policies and practices regarding your data and its usage. 

 

Definitions and Interpretation  

In this Privacy Policy, the following definitions are used: 

Data controller means a person who (either alone or jointly or in common with other persons) 

determines the purposes for which any Personal Data is processed and how. 

Data processor, in relation to Personal Data, means any person (other than an employee of the data 

controller) who processes the data on behalf of the data controller. 

You, your, or data subject means: 

●    visitors to the Platform; 

●    users of dexsport.io; 

●    prospective or existing Platform Users corresponding with us by phone, email or other means of 

communication. 

Data controller, we, us, and our means dexsport.io. 
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Personal Data means any information relating to an identifiable person who can be identified, directly 

or indirectly, in particular by reference to an identifier such as a name, an identification number, location 

data, online identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person. 

 

Data processing in connection with the Platform 

Personal Data we may collect from and about you 

Dexsport.io tries to collect as minimum Personal Data from you as possible, and we do our best 

according to the law and best practices in this area. We may use, store and transfer different kinds of 

Personal Data about you, which we have grouped as follows: 

●    Contact Data includes address, email address and telephone numbers. 

●    Technical Data includes IP address, MAC address, log files, data related to usage, domain server, 

performance, website security, traffic patterns, location information, and browser and device 

information. We only collect this type of data when you are using the Platform. 

●    Financial Data includes wallet addresses, transactions, and balance information (blockchain data) 

that is accessible when interacting with the Platform. 

 

We will never ask our Users to share their private keys or Wallet information. This is to underline that 

you should not forward details of your private key or Wallet seed to anyone. In case of receiving an 

email or information requesting you to do so on behalf of the Platform, please inform us about the case 

by emailing team@dexsport.io . 

Dexsport.io may also process your Personal Data to fulfil its legal obligations and to protect its legal 

rights, in which case the legal basis for such processing is the legitimate interest that overrides the 

User’s interests and fundamental rights and freedoms which require protection of Personal Data 

(i.e.GDPR art 6(1)(f)[JD1] ): 

●   in response to a subpoena or similar investigative demand, a court order, or a request for cooperation 

from law enforcement or other government agency; 

●    to establish or exercise our legal rights; 

●    to defend against legal claims; 

●    when dexsport.io believes disclosure is appropriate in connection with efforts to investigate, prevent, 

or take other action regarding illegal activity, suspected fraud or other wrongdoing; 

●    to protect and defend the rights, property or safety of our company, our Users, our employees, or 

others; 

●    to comply with applicable law or cooperate with law enforcement; 



●    to enforce the Terms or other agreements or policies; 

●    or as otherwise required by law. 

  
Furthermore, we will share your data with your representatives, advisers, and others you have 

authorized to interact with us on your behalf. Please note that we consider such authorization as your 

consent, and therefore your request for such an activity must be presented in a written form. 

  

Information we collect about you automatically includes: 

●    Information that is automatically collected via analytics systems providers to determine your location, 

including your IP address and domain name and any external page that referred you to us, your login 

information, browser type and version, time zone setting, browser plug-in types and versions, operating 

system, and Platform; 

●   Information that is generated by your use of our Platform is automatically collected and stored in our 

server logs. This may include, but is not limited to, device-specific information, location information, 

system activity and any internal and external information related to pages that you visit, including the 

full Uniform Resource Locators (URL) clickstream to, through and from our website (including date and 

time; page response times, download errors, length of visits to certain pages, page interaction 

information (such as scrolling, clicks, and mouse-overs), and methods used to browse away from the 

page. 

How is Personal Data collected? 

We use different methods to collect data from and about you including: 

●    Direct interactions. You may give us your Identity, Contact requirements by completing the forms 

for our whitelist process; 

●    Automated technologies or interactions. As you interact with our Platform, we may automatically 

collect Technical Data by using cookies and other similar technologies. Please read part of the Cookie 

Policy for further details; 

●    Third parties or publicly available sources. We may receive Personal Data about you from 

various third parties.  

 
 

Why we use your Personal Data: 

Dexsport.io may use your Data listed above only for the following: 

●    Our internal and operational purposes, when: ensuring security, identifying irregular website 

behaviour, preventing fraudulent activity and improving safety at all possible levels. 

●    Assessing and improving the performance of the Platform. 
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●    Analyzing our website visitors’ actions to improve our Platform (section “Cookies and Automatically 

Collected Data”). 

●    Analyzing the Platform behaviour, including via Google Analytics. 

●    Send you marketing, advertising, and informational emails. 

●    Find and prevent fraud. 

 

Data Retention Period 

Dexsport.io will only retain your Data for as long as necessary to fulfil the purposes it was collected for.  

We will keep your Data only during the performance of obligations of applicable law, or a collective 

agreement, for as long as necessary for compliance with our legal obligation and the establishment, 

exercise, or defence of legal claims. We will use reasonable endeavours to ensure your data is 

maintained and up-to-date. 

How to access and control your Personal Data  

Dexsport.io recognizes that privacy is essential, and Platform Users have several rights concerning 

how their Personal Data is processed. These include: 

●    The right to access Personal Data. 

●    The right to correct Personal Data. 

●    The right to object to the collection and processing of Personal Data. 

●    The right to delete Personal Data. 

●    The right to limit the collection and processing of Personal Data. 

●    The right to portability of Personal Data. 

 
Please be informed that exercising certain rights, in particular objection and deletion, may restrict or 

prevent you from using the Platform. 

Dexsport.io reserves the right to verify the User’s identity. 

 

Cookie Policy and Automatically Collected Data 

A cookie is a small text file that is stored on a User's computer for record-keeping purposes. Cookies 

can be either session cookies or persistent cookies. A session cookie expires when you close your 

browser and is used to make it easier for you to navigate the Platform. A persistent cookie remains on 

your hard drive for an extended period.  



Dexsport.io uses cookies and similar tools to enhance your user experience, provide our services, and 

understand how to improve the Platform and interaction with it. For example, the cookie banner on your 

browser will tell you how to accept or refuse cookies. 

The information we collect automatically may also include statistical and performance data from your 

use of the Platform. 

What can you do if you do not want cookies to be set or want them to be removed? 

Each person can choose to disable cookies through their browser options. 

Please refer to your browser's respective website to get more detailed information about cookie 

management with specific web browsers. 

Browser manufacturers usually provide help pages relating to cookie management in their products. 

Please see below for more information: 

●    Google Chrome: https://support.google.com/chrome/answer/95647?hl=en-GB.  

●    Internet Explorer: https://support.microsoft.com/en-us/help/260971/description-of-cookies.  

●    Mozilla Firefox: https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-

computer.  

●    Safari (Desktop): https://support.apple.com/kb/PH5042?locale=en_US.  

●    Safari (Mobile): https://support.apple.com/en-us/HT201265.  

●    Android Browser: https://support.google.com/nexus/answer/54068?visit_id=1-

636585517588941681-639659396&hl=en&rd=1.  

●    Opera: https://www.opera.com/help.  

●    Opera Mobile: https://www.opera.com/help/mobile/android#privacy.   

 
 

Children 

 

Dexsport.io is not intended for children, and we do not knowingly collect data related to children or 

people under 18. Therefore, if you believe that your child may have provided us with their data, you can 

contact us using the information in this Privacy Policy, and we will delete the data from the Platform.  

International Data Transferring 

Personal Data processed by dexsport.io may be transferred to a country other than the User's country 

of residence and, in particular, outside of the European Union. Therefore, the transfer of Personal Data 

is made in accordance with applicable law. It is also essential to understand that the laws of processing 

and transferring Personal Data may differ from country to country. 
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Users of the Platform should also be informed that Personal Data may be transferred to service 

providers, sub-contractors and partners outside the European Union. Before the transfer, and following 

applicable law, dexsport.io will carry out the requirements to obtain the necessary guarantees for the 

security of such transfers in countries that do not have an adequate level of protection.  

Disclosure of information to third parties 

Dexsport.io does not rent, sell, or share personal information about you with others or non-affiliated 

companies without your consent except to provide products or services you've requested when we have 

the User's permission. 

We may transfer the collected information only to those third parties who are ensuring the provision of 

services to you at the Platform according to the Terms (such as payment processors, liquidity providers, 

exchange service providers etc.). 

Data Integrity & Security of Processing 

Dexsport.io designs systems with the User's security and privacy in mind. We work to protect the safety 

of Personal Data during transmission by using encryption protocols and software. 

Contact Information 

If you have a privacy concern, complaint, or a question regarding the Privacy Policy in general, please 

contact us by email at team@dexsport.io. Dexsport.io will respond to questions or concerns within 30 

days. 

If you have a technical or support question, please email us at team@dexsport.io. 

You may reach the dexsport.io Privacy Policy department at team@dexsport.io, and you may address 

any questions or issues concerning the collection and processing of your Personal Data. 

Updates to this Privacy Policy 

Dexsport will update this Privacy Policy when necessary to reflect the Platform User's feedback and 

changes to the Platform products, services or operational procedures. When we post changes to this 

Policy, we will revise the "last updated" date at the top of the document. For example, suppose there 

are material changes to the document or how dexsport.io will use the Personal Data. In that 

case, dexsport.io will notify users by prominently posting a notice of such changes before they take 

effect or by sending a notification directly. Finally, we encourage our Users to periodically review this 

Privacy Policy to learn how dexsport.io protects personal data. 
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